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Chapter One: Introduction
1.1 Overview

Peer-to-peer networks provide the means for a widi$persed audience to share
information of common interest such as files or imuy allowing a peer to accurately
request items of interest which are not locallyilabde. A request can be forwarded
across the network until it arrives at a peer wias local access to the object. This
functionality differs from a client server enviroent because peers implement client and
server behaviour (such as routing and request foling) instead of routing behaviour
being the sole responsibility of the server. Aadifional working environments have
been replaced with working away from the office,bif® environments have flourished.
The disadvantage of a widely disbursed user batsatsthe once readily available fast
network and access to resources are sudaerilgvailable. More flexible approaches to
this dispersed sharing of files have allowed peguder networks to be the foundation
for mobile applications, which are an alternativétte traditional client-server model.

A peer-to-peer network has the same traits as t#rer mterconnected computer system.
For the system to function there has to be avalabtwork and computational resources
to fulfil the designated role of the applicationigthuses the peer-to-peer network. A
Distributed Hash Table (DHT) is a peer-to-peer meknithat provides a deterministic
lookup service which associates ownership of atdila network peer. Peers on the
network route requests for files by determining Holese” they are to the requested
asset.

A distributed denial of service attack (DDoS) ieem given to an attack which is
launched from multiple locations whose goal isampromise the availability of the
target system. DDoS attacks have the traits offflog a target with a high volume of
traffic, impacting the services and network whilhyt rely on. This type of attack will

be easy to detect because of the sudden chanlge epérating environment but not easy
to contain. Because the attack is not limited $mgle location it cannot be easily
“filtered”, the attack will likely alternate its soce and characteristics of system
availability do not allow you to “just” pull the h&ork connection, the attack must be
managed rather than eradicated. The charactsradtie peer-to-peer network allow them
to be the basis to launch a Distributed Denialeite attack where the target can be an
internal node or an external target. Examiningper-to-peer network environment and
carefully selecting a suitable target gives thackithe greatest chance of succeeding.

Why has more effort not been spent in preventirgjributed Denial of Service Attacks?
The anti-virus industry has been accused cashiog wirus infectiong5] with anti-virus
“patches” being developed shortly after the virsigeleased “into the wild”. This re-
active approach to the defence of computer systenmscontrast to the pro-active view
offered by autonomic computirj§].



A DDoS attack which has the traits of flooding awmk with data and exhausting

available resources will change the normal behavoaofile of a peer-to-peer network.

By observing these changes the attack can be managethe objective of successfully

repelling it. An alternative approach would beatitack the peer-to-peer network in a
stealthy way, such that it does not change therebsk normal network behaviour.

Before launching an attack a suitable target shdeldselected. By selecting a node
which is popular and subsequently launching a DB#t&ck, the attack has a greater
chance of success and remaining undetected ifdhmal characteristics of the network
are not changed. By closely examining the normasildviour of a peer-to-peer network,
the criteria for stealthy target selection will mentified. This includes acceptable
margins for normal network behaviour. Measuringeptable behaviour will allow a

number of target selection scenarios to be designddmplemented. These will be the
basis for a DDoS attack using selected nodes inrHa Peer-to-peer network as the
botnet.

For the target selection scenarios to be implenderaeDHT Pastry simulator will be
extended to implement the scenarios. The scenavitbsform part of a malware
component which will extend the functionality o#erby the simulator. By varying the
number of peer-to-peer nodes with malware, theabive will be to assess if the malware
implementing the target selection scenario will agmstealthy. As essential part of
evaluating the success of the stealthy Target s@hescenarios will be to answer the
guestion, “Is this target selection scenario stg&lt By plotting and comparing the
normal behaviour of the simulator and the scendém® question will be answered
visually.

This dissertation will look at novel target seleatiapproaches that can be used to
determine the most suitable target on a peer-to-pewvork, such that by attacking it
maximum disruption is caused to the network. Aecaim is to achieve this instealthy
manner. Stealthy target detection is not an estaa part of a Distributed Denial of
Service (DDoS) attacks. Current ways of selec@ngarget are based on financial,
political, brand success, and publicity charactess Existing attacks are rarely stealthy,
and do not pay attention to observing a targetsratipg environment and normal
behaviour. They more commonly focus on floodingaaget with traffic (which will
overload the network or services which the targk¢s on. Some attacks (cyberprotests)
are advertised in a deliberate ploy to get then#dtie of the media (or a relevant
authority), and cannot be classed as stealthy.

The disadvantage of none-stealthy attacks is thesiment that the attacker must make
in acquiring and controlling a botnet (a network acampromised computers). This
investment will be lost as soon as the botnet cbnrechanism is discovered and
disabled. If as much resource was spent in DDagetaselection when compared with
protecting the botnet, attacks would be far steslth Moving away from high-profile

attacks which have a short duration, to stealthyacks which assess the target
environment and are classified as normal traffit mave a stronger chance of success.



1.2 Contribution

The primary aim of the project is to research stealthy targelection within a
Distributed Hash Table (DHT) peer-to-peer netwok.Pastry[7] (implementation of a
DHT network) simulation will be used to implemehéttarget selection scenarios.

By analysing the normal behaviour of a peer-to-pegwork, characteristics such as the
total number of requests or average round trip (IRET) for a certain key can be used as
measurements for target selection. By creatingiraber of scenarios which creates a
network of malicious peers whose size can be clinipe threshold for consistently
selecting the correct target node can be gaugée.fimdings will illustrate what number
(percentage) of malicious nodes and volume ofitradfrequired to successfully target a
suitable node.

To meet the primary aims, the focus of this digdam is to research, design, implement,
and evaluate the steps for selecting a target nittén a botnet, prior to an attack being
launched. The steps are:

1. Botnet creation — ensure that zombie creation does not disrupt nibvenal
operation of the peer-to-peer network. As muchassible, the administration of
the zombie, and botnet should not be distinguighfibim normal traffic.

2. Target Selection— selecting the correct DDoS target will invohakiag specific
guestions of potential target nodes. Questions imayde “how busy are you?”
or “how many messages have you forwarded (procggsdte last N minutes?”
Answering these questions will allow a busy nodbédamttacked by a realistically
sized botnet. Attacking a well-provisioned nodehwa botnet that is too small
(that generates too little traffic) will not intept the service.

3. Launching the attack — The attack will have to be coordinated, ensugagh
zombie in the attacking botnet is correctly syndised.

The secondaryaim of the project is to research and implemerdlsgtg control centre
functionality. The role of the control centre @srhanage the botnet, selecting an attack
target and instructing and synchronising zombiesmitio carry out an attack.

Control centre functionality is becoming more coexplith network monitoring, attack
statistics for the botnet, and mechanisms for teferite of the control centre being
implemented. These characteristics are implemeimtettie SpamThry3] controller,
which has the ability to move the control centred aegain control of the botnet after a
control centre has been disabled.

Researching the possibilities of statically locgtthe control centre outside the botnet,
dynamic relocation of the botnet from one nodertother are important in ensuring that
the botnet remains stealthy.



1.3 Dissertation Outline

The background research chapter of the dissertatatails how peer-to-peer networks
have developed with an explanation on the reasmntdinching a DDoS attack on an
often high-profile target. Particulars about ptepeer network implementations and
distributed hash tables (DHTs) will be included.eTimdividual steps of creating a
malicious network, selecting a target, the vargdtattacks which can be used against the
victim and how attacks can be detected and thamisgated will be discussed.

The design chapter details the components of atpgaeer simulator that have been
utilised to implement scenarios for stealthy peepéer target selection. Design
particulars are presented on how the simulatoretiag is parsed so that accurate
information on normal peer-to-peer network behavman be obtained and analysed.

Following the design chapter, the implementatioaptar will present target selection
scenarios which will measure popularity and rourplttime (RTT) for a specific number
(initially one thousand) key requests messageshmhit provide traffic for the peer-to-

peer simulator.

The evaluation chaptevill analyse peer-to-peer simulator parser logsfach scenario
and will plot graphs relating to popularity and mourip time. Size of botnet and volume
of request messages will be varied to assess theemnof malware peers to reliably
select the most vulnerable target node. The foyslof the evaluation will show that the
greater the volume of request messages, the sitta@lsize of botnet threshold needed to
consistently select the same target. Botnets wdmeHarger than this threshold will
select the same target but stealthy characteristicbe reduced because the size of
botnet will increase the chance of discovery.



Chapter Two: Background Research

The chapter presents an introduction to peer-to-peéworks illustrating some well-
known networks which have been involved in file g applications, focussing on the
different design of each network.

A peer-to-peer network differs from a client sermetwork with peers taking an equal
view on the provision of a service. A network nfdrconnected peers distribute tasks
including responding to requests for files or dabaiting requests to neighbouring peers
who can service a request, and maintaining theiryeof the network by assisting new
peers in joining the network, and modifying routindprmation for peers who have left
the network. These characteristics differ fromliant-server model where a central
server services client requests. Work is not ibisted across the network but is kept
within the confines of the server which will hawesrior computational power to clients.

2.1 Existing Peer-to-Peer Network Systems

A peer-to-peer network is made up of a varying nendf “peers” (nodes). The number
of peers and size of the network depends on thécafipn or service that the network
supports. A common application of peer-to-peewneéts is file sharingl12].

Napster{36][37] was one of the first peer-to-peer networks to lugidely. The peer-
to-peer technology used a central server whichxedevery file which was available for
sharing. To locate a file, Napster clients woudhrsh a central server. The search
application would associate search terms with loonat of known files which were
shared.

Napster relied on the resiliency of the centralveerfor the file sharing network to
function. Having sole control of the server all@wthe company behind Napster to
provide an efficient service by staying in conwbthe network. A legal challenge ended
with the server being shut down, leading to theaimsdemise of Napster. The Napster
brand was subsequently purchased and is a popglariusic sharing business.

Gnutella[37] is another popular file sharing network. A decaliged network which
does not rely on a centralised server preventad¢heork being shut down (like Napster).
The Gnutella peer-to-peer network functions by emting users directly to others, with
no server intervention. This connectivity resultadone huge network. Whenever a
Gnutella node wants to search for a file, a brostlcaquest is sent to every node
connected to it. Neighbouring peers check to ey had the requested file, and pass
the request on to all peers they are connected The way in which requests are
broadcast to adjacent peers is slow and inefficiefdwever the distributed way in which
the network operates, means there is no singld pbmailure.

The FastTrack37] peer-to-peer network introduced SuperNodes.



These are nodes which are promoted, allowing thentake on “centralised server
responsibilities” including search request resolutand requests for neighbouring peers.
This allows search requests to be efficiently nesw| but removes peer equality from the
network.

The equivalent to SuperNodes in BitTorrdB8] (another peer-to-peer files sharing
protocol) are Trackers. Peers connect to Trackdysiing connected peers to find each
other. A Torrent is a small file which contain® thmitial detail which is required for
downloading a file. Multiple Torrents are assosthtvith a Tracker. The most popular
way of searching for a Torrent is to use a Torretéx website. These sites list Torrents,
providing an effective way of searching for filesSome BitTorrent peers support
Distributed Hash Table (DHT) functionality (see tgae 2.2), which allows them to work
without a Tracker. A peer is then able to seneéach request, which will be resolved
using the deterministic routing offered by the Dpfbtocol.

Regardless of the specific peer-to-peer networdempntation, the purpose of the peer-
to-peer network protocol will be to specify how kgmeer in the network is to service
requests for whatever object (file, or asset) ingpeequested. This request will involve a
decision on whether to forward the request to theenthat is (potentially) closer to the
correct location, or to make a decision that theetiss stored locally. Additionally,
network routing and maintenance must also be acamhatad by the network. If a node
joins the network, a mechanism must exist for alhgamthe node to efficiently join the
network, update its own routing table and neighbmunodes. If a node leaves the
network, neighbouring peers should update theitimguables to allow for this situation.

1C



2.2 Distributed Hash Tables (DHTS)

Distributed Hash Tables (DHTSs) are an approachutioling peer-to-peer networks. They
provide a deterministic lookup service that také®wvalue representing a resource, and
returns an address associated with the given Kdye key is typically a value that is
based upon a hash of the resource’s identifierexample its fle name. As with other
approaches to peer-to-peer networking, there ixemral server in a DHT network.
Every client either routes a request to a nodeithalbser to the resource, or returns its
address if the resource is located locally. A nemdf protocols have been designed to
implement DHTs, some prominent examples will bewalsed in the following sections.

2.2.1 Content Addressable Networks (CANS)

A Content Addressable Network (CAN)J] provides distributed hash table functionality
that can be deployed on the scale of the Inter@ANs utilise a Cartesian coordinate

space, which is partitioned amongst the peersenndgtwork. Each partition is a zone
which contains a number of hash (key, value) pand details of neighbouring zones.

Search requests for a specific key are routed ntexmediate nodes towards the node
which has the desired key in their zone. A CANenbolds a routing table with the IP

addresses and coordinates of its neighbours. &igur illustrates how two nodes are
considered neighbours if their coordinate spanslapelong d — 1 dimensions and abut
along one dimension.

T

T

* sample ronting
path from node 1
to peint (z.3)

I's coordinate neighbor sef = (2,3,4,5)
7's coordinate neighbor sef = | |

Figure 2.1: CAN Routing table of Immediate Neightsjd 3]
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Figure 2.1 illustrates that node five is a neighbotinode one because its coordinate
zone overlaps with 1's along the Y axis and ablosgthe X axis.

Node 6 is not a neighbour of 1 because their coatdizones abut along both the X and
Y axis. A CAN node routes a message by forwarding it to mieeghbour whose
coordinates are closest in the coordinate spatteettarget node.

2.2.2 Chord

Chord[14] provides a peer-to-peer framework for mapping bdskeys to a node that
holds the object associated with the key. A cdesishash function uses a node’s IP
address to obtain its identifier and a key idestiby hashing the key. A standard base
hash function (SHA-1) is used to hash (key, vapajs. A circle of nodes is constructed
by using consistent hashing. A successor nodeestified as the first node whose
identifier is equal to or follows the key valuetive identifier space.

Lt
—— @
0 [1]
7 1 successonl) =1
/
||I { )
J'_I‘I . " 4_5ucee55urn:2| =3

successor{é) =0 | ||
\ )
!

: ]
N,

Figure 2.2: Identifier Circle consisting of threedes 1, 2, and[B4]

Figure 2.2 illustrates an identifier circle whidhosvs that successor nodes are located by
finding the first node clockwise from 0 td"2". The circle shown has three nodes 0, 1,
and 3. The successor of identifier 1 is node &y K would be located at node 1, key 2

located at node 3, and key 6 at node O.

Consistent hashing allows nodes to leave and f@nnetwork with minimal changes to
routing information. When a specific node leavhs nhetwork, all keys that were
assigned to the node are moved to the node’s sarce$f a new node were to join the
network with an identity of seven, it would assuresponsibility for the identifier six
key from identifier zero. Queries are passed rainedcircle until they encounter a node
which the query maps to. This type of query resmtumay be inefficient if too many
successor nodes are visited.

To increase efficiency, additional routing detaibtored in an optional finger table. The
finger table entry includes the IP address (partfl Chord identifier of the relevant node.

12



finger table keys

stari] int. |succ El

1|1

2 |24 3
4 [po| o
_ ¢~ |
o T finger table keys
o (:_J start| int. |suce
7 1 IR EENE
; 3| R3| 3
NENIE
| |
G 2
I'u f
"-." _.-"I finger t?ble keys
siart| int.|suce El
5 3 | s (s o
4 \ 5 |7 0
- . eI

Figure 2.3: Identifier Circle with finger table kéycationg14]

Figure 2.3 illustrates the finger table of node winéch contains details of successor
nodes with identifiers (1 +*2mod 2= 3, and (1 + ) mod Z=5. Each node stores the
details of a small number of adjacent nodes, ared dot have sufficient information for
nodes which are further away. If a nadkas no detail on a successor for the lkélye
noden will attempt to find a nod& which has an identity which is closer to keyBy
repeatedly asking nodewhich node in its finger table is closest to precgdkeyk node
n learns about nodes which are closet.to

2.2.3 Pastry

Pastry is designed to efficiently locate objectssaémy large peer-to-peer networks that
use the internet for connectivity. Pastry can sup@ wide range of applications
including file sharing and publish-subscribe syster node in a Pastry network has a
unique node identifier (nodeld). When a Pastryenceteives a message with a target
key, it will route the message to a Pastry nodé wihodeld that is closest to the target
key. This will involve a node comparing its nod#entity with the identity of the
message. The message will be forwarded to a nddehwvhen compared with the
requested key has a nodeld which is at least agieldinger than the present nodeld. To
support this routing mechanism each node maintanoesiting table.

13



Nodeld 10233102

Routing table

-0-2212102

10-0-31203

1
1 1 -301233
1-32102

| _-2-2301203

102-0-0230

1023-0-322
10233-0-01

1321 1302
1022-1-000

| 1-2-230203 | [ 1-2-230203 |

10-3-23302
| 102-2-2302 |

| 1023-2-121 |
10233-2-32
102331-2-0

| -3-1203203
1 -23-021022

IL¥2 numerically closest

Leafset [Swmaller || (ARGER |
[0z33023 | 10233021 ] 10233120 | 10233122 smaller nodelds
[10233001 | 10233000 | 10233230 | 102233232 ||| |LF2 numerically closest

larger nodelds
ceiling(logobN) rows with 2b_1 entries

each entry in row n shares a prefix of
length n with the present node

nodes chosen according to

I proximetry metric

M| closest nodes (according

Neighborhood set 3 !
to proximetry metric)

[ 13021022 10200230
I 02212102 22301203

11301233
31203203

31301233
33213321

Figure 2.4: Pastry Routing Table

A routing table for pastry node with nodeld of 18282 is illustrated by Figure 2.4. The
top row of the routing table is row zero. Shadeltsdn each row of the routing table
highlight the corresponding digit of the presendeid (10233102). Nodes are selected
by applying a proximity metric with nodes in rowof the routing tablevhich share a
prefix of lengthn with the node 10233102.

Peer-to-peer networks which utilise Distributed tHasbles (DHT) improve on the
design of Napster and Gnutella by employing aithisted environment which is more
resilient than a network which utilises a centeavsr. Request resolution which
broadcasts a query to neighbouring peers is afiaresft (excessive traffic and peer load)
way of routing and resolving a query. The detersticiway of routing a request via
nodes with a nodeld numerically closest to a keyiase efficient. Pastry has been tested
on simulated networks of one hundred thousand n@dedfkesults were positive proving
that DHT based networks scale efficiently.

2.3 Distributed Denial of Service (DDoS) Attacks

The Internet consists of an interconnected netvedrkomputers. Attitudes to security
and system administration vary widely. This simratleads to interconnected systems
with limited resources, bandwidth and processingvggo These characteristics are
specifically targeted by Denial of Service (DoSaeks.

A Distributed Denial of Service (DDoJp8] attack is a concerted effort to make a

computer resource or service unavailable. It hassame purpose as a Denial of Service
(DOS) attack, but relies on a network of comprouhisemputers (a botnet) to attack the

service.
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This will use up system resources, disrupting Walers, email, or any service that uses
the network (or Internet) to function.

A botnet is made up of so-called zombie machindsese are computers that have been
compromised and are remotely managed. An attagkllysinvolves the whole botnet
being instructed to attack a specific target. @ilthh individual zombies run
autonomously — attacks that utilise the whole netware likely to be co-coordinated
from a central point (often referred to as a comanacontrol centre). This will usually
control the botnet via a common protocol such asWieb server (using HTTP) or an
Internet Relay Chat (IRC) server.

Botnets are distributed throughout the Internet aad be present in dial-up, home
broadband, academic and business environmentsy Wbk most effectively on high-
specification machines with a fast network conmectnd are valuable resources that
take time to setup. Individual zombies who areaohigh specification, with fast
connectivity, which are also vulnerable are notdilgaavailable. Computer security
awareness, up-to-date anti-virus software and atisware measures that can reduce the
likelihood of a server becoming compromised.

Responding to a DDoS attack is not as simple asgihg one part of a system. Limiting
the impact of an attack may involve installing peickltering, restricting protocols or
changing system parameters in response to envinotamehangeg15]. Managing a
DDoS attack so system availability is retained aavolve numerous small real-time
changes to an operational environment. Where dugtmn system utilises a peer-to-
peer network retaining resiliency in the face oéxpected events is critical. On August
16, 2007 the Skype peer-to-peer network becameabiestieading to service disruption.
A large volume of patched Skype servers were reubat this time resulting in a flood
of login requests which overwhelmed the peer-to-pedwork. This service disruption
had the traits of a DDoS, but was instead themictf a number of simultaneous events
which overstretched the Skype infrastructi@].

The importance placed on system availability medwag a strategy for responding to
DDoS attacks should be in place. Some high prefébsites have looked to third party
[39] DDoS defence services because of the variety almne of attacks.

Regardless of the number of attack points, a pomitack is to send a large volume of
packets to a target. This will cause excessive Wwatid to be used in transit and in the
target’s locality. These types of attacks arerdefias packet flooding attacks.

TCP packets that have the SYN flag set indicateqaiest to open a new connection —
this is standard TCP behaviour for any networkegliegtion to establish a new
connection. In an attack, the request will likdlgve a random spoofed source IP
address. The target will respond and then wartsdafirmation which will never arrive.
The timeout duration for the connection is minuteBhis situation will be repeated
numerous times from multiple attack locations. Tdwgets resource of available network
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connection will be quickly exhausted, with new ceations (legitimate or otherwise)
being ignored.

The TCP/IP protocol does not readily provide medras to ensure integrity and
authenticity. A false source IP address can bd tséaunch an attack specifically using
intermediate sites. Sending a large number oé fatgails “supposedly” from a victim’'s
email address, “to a non-existent” email addredkresult in large volumes of “Cannot
Deliver email” bounced email messages being senthé victim. The legitimate
intermediaries used in this attack make detectidghesource difficult.

2.3.1 Why Launch a DDoS attack?

The rationale for launching a DDoS attack is varidithey include making a statement
and gaining notoriety, brand damage, extortion, @mdhing.

Making a statement and gain notoriety

Virus writers are motivated to climb the hierarcfrpm script kiddies, to warez

distributor, to cracker. This is not only drivey technical expertise, but focuses on
making a statement and gaining notoriety. One [aspay to go about this is to attack
computer systems in a blatant, non-stealthy wayis Tvould get you recognised for
technical acumen.

Political and economic motivation has led to oppursites being the target of DDoS
attackg16][17]. Danish and related blogs, websites and emadstriicture were the
victims of DDoS attacks after details of the inflmatory Mohammed cartoons were
published. These attacks have originated frommgeelaumber of countries, have used a
variety of attack strategies and have been notiedabthe long duration (more than
twenty four hours continuous) of attacks.

Making any sort of statement gets you noticed. sThinot limited to the stereotypical
teenage hacker, but it also the model for secuwragsultants, ethical hackers and
vulnerability analysis and discovery businesses!statement” includes finding a new
vulnerability which may be published (and made labde) to the highest bidder. This is
the thinking behind the WABISabiLab{9] vulnerability marketplace. More
conventional sources of revenue are made by seecathical hackers who test products,
components and entire systems for vulnerabil[Bés

The losers in the third-party vulnerability busisese often the vendors themselves. A
third-party vulnerability business will not divulgeew exploits to vendors, but will
instead publicise them to clients for prd8{. This situation does nothing to standardise
a pro-active defence response to virus’, exploits @tacks.

Brand Damage and Extortion
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Extortion and damaging high-profile brands is thetiwation for threatening to launch
attacks on sites and services offered by well-kndrands. After the NoChex online
payment website was targeted by extortionifi8], third-party packet filtering
technology was employed to remove the majorityhaf malicious traffic. The attack
also affected the infrastructure of the Internawie Provider which hosted the NoChex
site. The only way for targeted online servicesuovive brand damage is to work with
authorities and factor in resources for repellittgcks.

Phishing

Although phishing is not a direct means of insiiggia DD0S, theft of personal
information is a side-effect of malware infectiofifter a computer system becomes
infected by malware, personal information may breeptitiously taken and used for the
purposes of extortion or phishing. Targeting gattr individuals or business customers
with a phishing email encouraging them to confirasgwords or reveal further valuable
information is a common tactic.

The following email was sent to the author. Ihtons characteristics of a phishing
email, especially the IP address being used “te thk trusted customer” to the Ocado
website. It was later found that the email wadgtilegte, but sending email to registered
customers does nothing for brand confidence anél#se traits of a phishing attempt:

Dear Mr Davenport,
Wednesday 25th October 2006.

Our technical team has made us aware that somencet are currently
experiencing problems accessing the Ocado website.

This has been caused by a technical issue indphity domain name server
facility in New York in the USA. The domain namenser's translate URLSs like
www.ocado.com into real internet (IP) addresseschvare just numbers. One of
the third party domain name servers which transtatay URLS, including
Ocado's, failed this morning and some customerbarag difficulty reaching

our site as a result. We are one of many busineseesd the world that has been
affected.

If you are having trouble reaching www.ocado.cora gan use this real
IP address today instead http://213.86.44.71. Yiitlven be able to access the
site as normal.

Yours faithfully,

Mark Bentley
Head of Customer Services
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2.3.2 Malware and Botnet Creation

A large number of computers accessible from thert&t will become the victim of
malicious software, known as malware, which is eqtitiously installed without the user
knowledge. Once the malware becomes functiona, cbmputer will become a
malicious node also known as a zombie. The zomilidbe connected to a network of
zombies called a botnet.

The user habits that lead to a computer becomiranebie are exploitative. Responding
to phishing attempts, installing unknown softwarisiting suspicious websites are all

activities which will likely lead to the installatn of malware. These activities combined
with a computer system which is lacking in antugir firewall, and operating system

updates becomes a likely target. The best zonalseesomputers that are well resourced
and have a fast connection to the Internet.

The characteristics of DDoS malware include théitglfor the compromised system to
communicate with a control centre which will co-miate DDoS attacks and provide a
way for sensitive details to be passed back t@dmérol centre.

Other malware features (using the SpamThru Trf§has an example) include anti-virus
as part of the malware (software which allows a potar to become a zombie (single
malware infected computer) which removes competiaware, the ability for a botnet
controller (also called herde) to regain control of the botnet even though tbetol
centre for the botnet has been disabled. Oncevecoatrol centre has been established,
gaining control of a single peer allows the hetderegain control of the entire botnet.

Statistics which identify a zombie has participate@DoS attacks is available to the bot
herder. A database of zombie target informatidona the botnet to select a target based
on specific information relating to the targets @beg environment. For example, if the
target were involved in stocks and shares a DDt#glawvhich caused millions of emails
to fictitiously come from the target would be sthwlin that it would not result in a
denial of service by traffic load, but would damalge reputation of the target, especially
if legitimate users were encouraged to enter thetimils as part of a phishing attddk

Creating a botnet, attacking a target and gettinggbt does not automatically mean that
legal proceedings will be successful. Legal legish for response to DDoS attacks is
not well defined. In 2005 Wimbledon youth coursmissed a cag@] against a charge
of sending millions of emails to an email serveiickilbbecome overloaded. The defence
argued that email servers existed to receive eraadsthat there was no maximum limit
for receiving emails. The overwhelmed email semwas the victim of a Denial of
Service Attack.
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2.3.3 Target Selection and Attack Initiation

Target selection for Distributed Denial of Servateacks is often on the basis of whoever
controls the botnet and which sites or serviceshawhigh-profile or are designated
successful. A DDoS Botnet may be for hire, wittpacific targef19].

Where a target has not been manually “targetedt,aal vulnerability scanners are used
for target selection. Huge numbers of sites (IBreskes) are selected to see if any
vulnerabilities can be located which will make DBoS target.

Vulnerability scanning is not only limited to sefieg DDoS targets. It is an offensive
and defensive strategy used to check how vulnealemputer system is to a break-in.
This approach too target selection is not new. Walling [22] involves systematically
trying to locate the numbers associated with modémmmsigh testing each extension of a
telephone system in turn. This is equivalent td poanning a directory of websites.

For the majority of attacks, target selection isdzhon more subjective or profit-focussed
reasoning. Traits like brand success, jealousty extortion have already selected the
target. At times there is no specific target f@@oS attack. A compromised server will
be used to send huge amounts of email spam to etehpluntargeted individuals.
Addresses will have been collected from blogs, fmsuand mailing lists. Email
addresses are freely available; individuals will he consulted and are not specifically
targeted. The spam DDoS attack will send out thails regardless.

The botnet communication channel for the botnetl Ww# via recognised protocols
including Internet Relay Chat (IR(J1], and Hypertext Transfer Protocol (HTTRD].
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Internet relay chat utilises channels where usemstymicknames are a username which a
user gives themselves and bots are automatic pnsgnehich are used for administering
a channel. Bots look like a normal user, and caulytasks including moderation, the
prevention of channel abuse and automated assistaBots can also be manipulated to
log into a specific channel and listen for commaisdsed by a controller. This abuse of
IRC is illustrated in Figure 2.5.

Each zombie has malware installed on the compraimisgchine. This includes IRC bot

functionality. These listen for commands (admmaiste and malicious) with specific
syntax, which are executed by all zombies “listghio that channel.
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2.3.4 Attacking the Selected Target

The aim of a DDoS attack is to disrupt the avaligband quality of service provided by
distributed computer systems including Internetjvgie networks, mobile, and
combinations of all three. The vast majority odsh systems will utilise a connection-
based protocol, for example Transport Control Rmito(TCP), or connectionless
protocol such as User Datagram Protocol. TCP-bapgtications utilise a handshake
process to establish a connection between clieshbast, and require a reliable, ordered,
stream based connection (see Figure 2.6). Appitathat use UDP are not looking to
make a connection, they send messages as indiidesiets (not streams) and do not
require packet receipt — reliability and correcthst ordering are not guaranteed with
UDP (see Figure 2.7).

SYN |
m or
ISN=A, ACK=0 e
Client Machine A Host Server B
SYMNACK
ISN=8 ACK=A+]

Client Machine A

] alls
SOM=A+1 ACK=E+

Client Machine A Host wer B
Figure 2.6: TCP Three Way Handshake Connedfdih

Port 1 Port 2 Port 3
T&\ | //?
. .__,f’f
LD Demuttipleding
Based On Port

T LD Diatagram Arrives
1P Layer

Figure 2.7: UDP Connectionless Delivé?y|
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DDoS TCP and UDP Attacks

The number of TCP connections a computer can maimgafinite. Like any other
resource, once they are all occupied no furtheneotions are possible. Flooding a
network with TCP connection requests will use uptte# network connections. Using
false source IP addresses will also cause the ad&dgements from the server to look
for a client which does not exist.

UDP port based communications can also be floodgecause the UDP protocol does
not guarantee ordering of packets, it may be thegbthe application receiving the
packets to retain ordering. By replaying packédtsctv have already been sent, this may
confuse the application sequencing of packetsnaendreduce quality of service.

Amplification Attacks

Domain Name Server (DNS) is the equivalent of epgiebne directory for the Internet.
The main purpose of a Domain Name Server is tostass hostnames into IP addresses
which networks require for the delivery of infornest. Whenever an Internet enabled
computer needs to translate a hostname againd® audress it will query a Domain
Name Server. DNS traffic must be allowed to pasely round the Internet for this
essential process to succeed.

Domain Name Servers are either recursive or nonrs@®. Requests for domain names
can be authoritative, or non-authoritative.

A non-authoritative query involves the local “resiwe” DNS querying a top level
domain root name server which further delegatexqtrexy for the domain query. The
information is then returned to the local DNS. sTprocess can only be performed if
recursive DNS querying is enabled by the localserv
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If a large number of DNS requests are simultangoleinched against a recursive
Domain Name Server with a forged sourced IP addtbssrequests will be amplified
(see Figure 2.8). The Domain Name Server will gateea large number of replies which
are sent to the victim resulting in increased nekviaffic and resource usage, degrading
the services offered by the targ26]. The recursive DNS requests made to root name
servers will increase the network and computatidoatl on these critical services,
affecting service availability for others using DId&d bandwidth.

Peer-to-Peer Network Attacks

The same DDoS attack characteristics affect a feepeer network. A peer-to-peer
network that has a large percentage of nodes heste dompromised by malware has the
characteristics of a DDoS engifid].

The Gnutella peer-to-peer network locates asset®bgling adjacent nodes with queries.
These ripple out until the object is found, ansmgnwvith a reply, which uses the return
path to the node which originated the query. Tisigimployed as there is no formal way
of establishing the authenticity of the respongbe QueryHit packet consists of a header
that contains the IP address and port number ohtlie that holds the asset. Trust is
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once again employed to ensure that the IP addnespa@t are genuine. Once a response
is received, the peer can connect directly to thderand access the asset. The structure
of the request and associated response is virtigahtical to an HTTP request response:

Request:

GET /get/<File Index>/<File Name> HTTP/1.1\r\n
User-Agent: Gnutella\r\n

Host: 123.123.123.123:6346\r\n

Connection: Keep-Alive\r\n

Range: bytes=0-\r\n

\n\n

Response:

HTTP/1.1 200 OK\r\n

Server: Gnutella\r\n

Content-type: application/binary\r\n
Content-length: 4356789\r\n

\n\in

The mechanism for locating Gnutella assets can bdifrad allowing internal and
external sites to be the victim of a DDoS attaBlecause there is no way of ensuring the
integrity of responses, the payload can be manipdiep point at a target.

Any web server will try to process a request thattains a carriage return and new-line
sequence of characters (\r\n\r\n). If a Gnutella f../../live HTTP/1.0\r\n\r\nfoo
bar.mp3” is passed to a targeted web server as:

GET /get/1/../../llive HTTP/1.0\r\n\r\nfoo bar.mp3HP/1.1\r\n
User-Agent: Gnutella\r\n

Host: 123.123.123.123:6346\r\n

Connection: Keep-Alive\r\n

Range: bytes=0-\r\n

\n\n

The web server is obliged to process the “\r\n\dim&nging the request to:
GET /live HTTP/1.0\r\n\r\n

This will force the Gnutella peer to download & fdalled “live”. Depending on the size
of the file, the external web server will be oveelvhed with requests for the fi[27].

By modifying a QueryHit packet header a zombie change the hops and source
information fields. This will prevent neighbourimgdes from identifying the location of
the malicious node. It will be forwarded back t® assumed source, but the anonymity
of the zombie will be protected.
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Another attack involves poisoning the peer-to-pggtex system by inserting false
records[11]. These bogus records suggest that a number olgrogssets are located at
a specific IP address and port number. This lonadbes not have to be within the peer-
to-peer network; for example, external websitesaiénkTP, or any other service could
be targeted. In this scenario, when a search stgsienade for the asset the index will
point them at the target. The peer will then afieto connect and download the asset.
The likely result is TCP connections that are logddn, wasted bandwidth and resource.

A variation of the index poisoning attack involvyesisoning a peers routing table with
the addition of non-existent neighbouring pgédy. The identity of these peers will be
that of a victim. Sending a number of join messagél announce the existence of the
peers to legitimate neighbouring peers. The ngitieate peers will then be added to
the routing table of the legitimate nodes, poisgrtimeir routing table. Subsequently, by
selecting the bogus peer to route request traffithte target peer will receive a flood of
messages. If the index poisoning is wide spreadriessages sent to the victim will be
numerous, leading to a DDoS attack. The targetbeawithin the peer-to-peer network
or an external service, as before.

Passive and Active Attacks

A common DDoS attack strategies which involve flomgda network or resources with

large volumes of traffic over a short period of ¢éim These attacks have more active
characteristics as opposed to more passive attabksh are characterised by lower

volumes of traffic sent to the target over a longeniod of time.

Passive attacks focus on degrading a service Steaddr a long period of time, rather
than overwhelming a service. This approach hasatheantage of being difficult to
identify, blending into normal behaviour characdgcs. Behaviour patterns can be
observed, information can be gathered, businesdligence can be amassed, and if a
DDoS attack is launched the information which ishgeed will be invaluable in target
selection and attack timing for maximum impact.

Criminals Plan Stealthy Crimes with the Intention d not Getting Caught

Criminals who want to commit a Stealthy crime \dlve extensively researched their
target observing the operating environment, pagipegial attention to what constitutes
normality, how normal behaviour changes over agokeoif time and by measuring these
changes. These practices will help to ensuringthieacrime is not instantly detected.

Non-stealthy attacks which brute force to impulgiemmit a crime are far more likely
to get caught.

The Art of Shoplifting[1] focuses on careful selection of your target, itigasing the
layout of the chosen shop, checking the positioniigecurity cameras and “blending in”
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by not looking suspicious. Stealthy DDoS attadksudd adopt similar practices of
observing the operating environment.

2.4 Attack Detection and Peer-to-Peer Security

In a predictable fixed-boundary, non-distributedrimnment attack detection is made
easier due to physical security boundaries whichndb change. A firewall which
surrounds a centralised server which has a fixetnpgéer with well defined incoming
and outgoing rules with definite normal traffic &% will be easier to defend against a
malicious external attack than a decentralised-fzepeer network. The main advantage
of Napste{36][37] having a centralised server was that it could baaged effectively
because the server was on a network which was rednsaely by Napster, with an
internet service provider who could filter suspigaraffic in an environment which was
not distributed.

In a distributed environment a co-ordinated respdnsan attack from different parts of
the peer-to-peer network is essential. If an &tte@n be managed before quality of
service is disrupted (or stops) reactive attaclect&n will have succeeded. Moving
from a reactive to a proactive stance on attackalieh involves awareness to changes in
the environment.

Analysis should identify and categorise attacks @ntesponding defence strategies (see
Figure 2.10) using information from the detectidmpe. Using the detail gained from
detection and analysis, strategies for respondiragtattack can be developed (see Figure
2.9). It is important to gather information froemtistic situations. In a perfect situation,
there would be meaningful sensors deployed in evmayt of the system. The
disadvantage of this approach could be informaticgrioad.

By analysing information from selected parts of peer-to-peer network, specific attack

scenario detail can be gathered. Specific attackaios can be gathered by analysing
information from firewall logs, dropped packets,rpscanning, outgoing connections,

and traffic levels which do not follow usual patter

Bees are attracted to pots of honey. A honeypat issource placed on a monitored
network which has a high likelihood of being compised by an attacker. They observe
suspicious traffic, capture malicious target saébdectand port scanning mechanisms.
Honeypots have two levels of complexity:

1. Low interactive, emulation of a service. An exaepf this is an email server
which when connected to implements the simple tnansfer protocol (SMTP),
but is not a fully fledged email server.

2. High interactive functional operating system andviemment that can be
compromised, with fully implemented protocols aedvices to support the honey
pot
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Figure 2.9: Taxonomy of DDoS Attack Mechanisi28]
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Clifford Stoll [29] was an astronomer turned systems engineer whoalgagd to an
intruder in his employers’ computer system. Hengmeyear observing the intruder by
constructing a Honeypot to observe the behaviouMafkus Hess[29]. Valuable
information was gathered and disseminated to th@oaties and security communities of
other compromised sites. This assisted in thetaaénapture of Markus Hess.

A honeynet has the same job as a honeypot, bubretiwnctionality is implemented.
Care should be taken when implementing a honey hEtneynets can be detected by
analysing the timing of responses to network packét competent attacker could work
out what networks have genuine servers, and whreh h@neynets. Detection of
honeypots or honeynets will lead to them being dewi

Observing attacks on a computer system which emplogneynet involves analysis of
behaviour, attack patterns, documented exploit$ sgatem logs. This analysis should
start to categorise the gathered details into DBXtek and defence strategies.

Figure 2.10: Taxonomy of DDoS Defence Mechani§?8$

Analysing DDoS attacks is a complex task. The afpeg environment of a peer-to-peer
network can change rapidly; with parts of the nelwlmaving different environments to
others, for example a mobile telephone data netwditkhave different characteristics to
a wired network. The ability for these local aréasecord and analyse local behaviour is
critical. The subtle differences between the asialgf one part of a peer-to-peer network
compared to another will be critical in finding tealthy subtle traits of a passive long-
term attack. This approach would increase the @haof identifying localised peer
groups within a larger botnet, with their own pantd control centre structuj@).
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Flash Mob, DoS Attack and Flash Crowd Events

Flash Mobs are social gatherings of individuals wiawe been instructed to meet at a
specific location at an exact time, and perfornagkt The task does not have to make
any sense to the environment you are in. For el@apmor instructions were given for a
record number of people to meet in St. Anne's Sgdanchester on Tuesday 5th June,
2007 to perform the Asahi exercise (a mix of Kaaatd Yoga).

A flash crowd event is the distributed systems eagjent of a flashmob. This will
happen to a service when a large volume of traffitves at a Web site. Predictable flash
crowd events occur when a Web site is publicisadi(ss a sporting event) then receives
a deluge of requests from interested parties. BuiB attacks and flash crowd events
have the ability to overload a server’'s bandwidtid aesources, resulting in a loss of
normal service. Distinguishing between flash crevatdd DDoS attack is a challenging
area of ongoing research.

If a DoS attack were launched during a flash evret,ideal behaviour would be for the
service to ignore the attack, and handle the hegie requests. The strategy for this to
succeed is for the service to implement attainebeS defence mechanisms. By
monitoring connections to the service and theioeissed request rate a serveay
identify some traffic that may be classed as legte. When quality of service degrades
to an unacceptable level, traffic that has excessinnections, and requests from the
same location should be dropped.

The observations applied to DoS attacks can baeappd DDoS attacks. The diversity
of DDoS attacks leads to a situation where it ipassible to anticipate and defeat all
attacks. Filtering of the type discussed will maadly improve the effectiveness of
defending against attacks, but may not increasdikbihood of flash crowd events not
being mistaken for DDoS attacks (see Figure 2.11).
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Figure 2.11: Comparison DoS Attacks and Flash Evbatacteristic§31]
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Chapter Three: Design

To identify stealthy attack scenarios for a DDot@ck, normal peer-to-peer environment
characteristics must be understood and recordethesp can be used as a basis for
observing DDoS target selection behaviour and hHodeviates from the norm. Normal

behaviour can be measured in a number of waysudimgy the average number of

messages processed (forwarded or resolved lodafllyg) peer-to-peer node in a specific
timeframe, the average round-trip time for a regjie®e resolved and by looking at the
distribution of the key space for targets in requesssages.

The ideal environment for observing the behavidua peer-to-peer network would be to
assess the behaviour of a network which was suppoat live production application
used in the real world. Due to time constraints Was not possible for this project. An
existing peer-to-peer simulator written in Javéhis basis for observing the behaviour of
a peer-to-peer application and for selecting s¢esdhat allow DDoS target selection to
remain stealthy.

The simulator implements the Pastry peer-to-peetopol (see Section 2.2.3). It uses a
workload profile which, when run, constructs a natkwwith a specified number of peers
populated with a hash of one million (key, valua)rp. Once the network is populated a
specific number of key requests will be appliediasfathe network. The workload is
logged to a comprehensive trace file.

It is questionable if a peer-to-peer network sirtarlg@an realistically simulate network
latency and processor delay of nof#. For this reason times for network hops or
round trip time (RTT) may not be realistic when gared to a deployed Pastry peer-to-
peer network. Alternative measurements, includinmber of request received, will be
used to measure network behaviour.

Rather than weighing the simulator down with piagtiunctionality an approach which
involves parsing the trace file and plotting reqdibehaviour using GNUPIlot has been
adopted.

To capture standard network behaviour will invobagsing the simulator workload trace
log. This contains information on every requesd assponse message resolved by the
peer-to-peer network including source and destinatiodes addresses. Plotting this
behaviour will provide details of how target selestshould behave to remain stealthy.

Malware will be installed on different percentagéshe peer population in the simulator.
When the malware is selecting the most populaclattarget and if the plotted profile
does not change from that of the normal behavibeartarget selection scenario will be
deemed to be stealthy.
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3.1 Simulator Architecture

This chapter will provide an overview of the paspser-to-peer network functionality
offered by the simulator (see Figure 3.1). Theusator generates a network with hosts,
routers and individual shared links with a spedifandwidth. To find the shortest path
between two hosts Dijkstra’s algorithdil] is used producing a routing table. Once the
topology has been created it is applied to a sitaulaorkload. The parameters for the
workload include unique identifier, seed number anenber of peers to create. The
KeysTest workload used for target selection joinspacific number of peers to the
network which has been constructed by the topoltpgerator, places one million hash
(key, value) pairs across the network, and genemt@imber of random requests for the
keys which now populate the network.

Peer-to-peer network and underlying topology isrespnted by a large number of
instantiated objects. An integral part of the Woakl is the creation of events which
relate to peer-to-peer-network operations, inclgdifastry key requests. Events are
placed in an event queue. The simulator startsgsging events in the event queue, and
finishes when the queue is empty. Running the tsvemercises the peer-to-peer
network. A trace log is generated when the sinarats executed detailing network
topology, peer overlay, workload, and results ares.

Figure 3.1: Pastry peer-to-peer Simulator CompoQemirview
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For the KeysTest workload, one million hash (kealue) pairs are distributed across the
network. A Zipf distribution is used to distributee keys.

Figure 3.2: Zipf Distribution Unique Search QueiysFrequency34]

Search keyword queries that follow a Zipf curvee($égure 3.2), would illustrate that a
few queries are very popular, a larger percentageramderately popular, with the vast
majority making up the long-tail. The term canoat® used to describe how over a year
a large number of small business’ sell smaller nensilof items to more customers. This
is the opposite of big business who have sales dwenstock quickly which are the
opposite of the long-tajB3].

The final task of the workload generator is to teea number of events which will
exercise the network. For the KeysTest workloaerghwill be one thousand Pastry
lookup events. The events interact with the netwopology and peers to resolve the
key requests. The entire workload progress isdddg a trace file.

3.2 Parsing Peer-to-Peer Simulator Trace Log

The simulator trace log contains all the informatrequired to assess the behaviour of
the simulator including network topology constroatiand routing, adding peer-to-peer
network overlay, and Pastry request key events.
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asset Key(S0E0 A3F3 E77B C109)

Figure 3.3: Request for Keg@QEO A3F3 E77B C109illustrating hops, and RTT

Each request key event is split into individuamM@ak hops which illustrate the progress
of the requests as it is deterministically routé&the direct return trip from the destination
to the source is also logged. The following extilhastrates (see Figure 3.3) how a
request for key 50E0 A3F3 E77B C109 is routed froode 23F5 FA29 9858 2F34
forwarded via node 5223 9512 0328 3FD4, resolvef187 8FA2 DB7A 93E3 who has
access to 50E0 A3F3 E77B C109. The unique ideatite request is 2395.

The return message illustrates the direct hop rack destination 5197 8FA2 DB7A
93E3 back to the requesting node 23F5 FA29 9858 P& unique identity of the
response is 3596.

Outgoing Message

5:23F5 FA29 9858 2F84&Routing

5: 23F5 FA29 9858 2F84: sent GetMessageg from 23F5 FA29 9858 2F84 f&0EO A3F3
E77B C1090 hops, 0 ms, O resents, 40 size 58278381857782494

386:5223 9512 0328 3FD4 In Range

386: 5223 9512 0328 3FD4 Leaf

386:5223 9512 0328FD4: fwd GetMessage(2395) from 23F5 FA29 985842f6r 50E0 A3F3
E77B C1091 hops 381 ms, 0 resents, 40 size

386: 5223 9512 0328 3FD4: sent GetMessage(239%5) 23F5 FA29 9858 2F84 for 50E0 A3F3
E77B C109 1 hops, 381 ms, O resents, 40 size 58283373449481

681: 5197 8FA2 DB7A 93E3 In Range

681: 5197 8FA2 DB7A 93E3 Me

681:5197 8FA2 DB7A 93E3recv GetMessage(2395) from 23F5 FA29 9858 2F880&0
A3F3 E77B C102 hops 676 ms, 0 resents, 40 size

Return Message

681: 5197 8FA2 DB7A 93E3: sent GetReplyMessagag) from5197 8FA2 DB7A 93EJor
23F5 FA29 9858 2F84 0 hops, 0 ms, 0 resents, 4428i21252217178107780
1033: 23F5 FA29 9858 2F84 Me
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1033:23F5 FA29 9858 2F84recv GetReplyMessage(3596) from 5197 8FA2 DB7E3®r
23F5 FA29 9858 2F84 1 hops, 352 ms, 0 resentszé4 s

Each request can be parsed to identify specifiermétion. For example, to identify the
peer-to-peer node that received the most requistsecv GetMessagdor a particular

node can be counted, with the correspondeuy GetReplyMessagéo ensure the reply
message was received, and completed.

For detection of peer-to-peer stealthy target seledoehaviour, additional logging is
added to the trace log.

Y
S D G
) E—
- o ,
C o

Figure 3.4: Most popular request Key (K) and rotnqltime (RTT) for messages
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Figure 3.4 describes how data is parsed from theetdog file. Specifically how
calculating unique requests, and round trip tim&TRwill be applied to all messages
request messages which have successfully found kéyk) and have returned
successfully to the source peer.

By randomly populating a specific number of peeinthwnalware a botnet will be
created. By gathering information on key requexsiyparity and round-trip time botnet
target selection will be accomplished.

3.3 Botnet Creation

As discussed earlier, botnet creation involves cmals software (malware) being
introduced in computer systems that are conneotedrietwork (Internet). The malware
can vary in complexity, but allows the computeb®controlled by a third-party for the
common attacks associated with a DDoS attack.

Functionality which creates a specific percentagaalicious peers (botnet) was added
to the peer-to-peer simulator. The malware fumetity was achieved by extending the
Peer Java class to include malicious behaviours flimctionality can be applied to
different percentages of nodes in the peer-to-petvork, which can then be compared
with normal behaviour. The simulator class “sinonerlay.dht.ddos.Peer” implements
peer behaviour including send and receive metheldgh extends the
“sim.net.overlay.dht.pastry.Peerbase” class. Tderlfase class contains specific
information including routing and leafset detaly adding a boolean hasMalware “flag”,
and totalNumberMessagesReceived variables the lmehraf certain peers can be
changed.

To enable this functionality an additional class
“sim.net.overlay.dht.ddos.malware.PopulateMalwdras been created to add malware
to certain peers. PopulateMalware randomly seksigecific percentage of peers.

If a peer is selected the hasMalware variablelvelset to true, and the identity of the
peer will be recorded in a file (named malwareFile)

The “totalNumberMessagesReceived” variable wilirremented keeping a total of all
messages which are received, antiforwarded. This will be logged in the trace file.
These are the only changes which been made teetretp-peer simulator.

Within the peer-to-peer simulator environment tlasgive nature of all three scenarios

will not generate any additional Pastry protocalffic. Analysis of data for target
selection will use the trace log file.
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In a real-life Pastry peer-to-peer network the eaigelection information would have to
be analysed taking the distributed environment icdmsideration. This is where a
stealthy scenario could suddenly become detectable.

For each peer in a network to send back informasibaut what requests have been
received, and what the average round trip time ils imvolve communicating with a
control centre. This control centre may be outsite peer-to-peer network, or may be
located at a specific internal peer. The way inclharget selection information can be
communicated to the control centre may involve gsirternet relay chat (IRC), HTTP,
or a proprietary protocol.

With each node actively sending data to the cordeoitre, which then issues details of
chosen attack location, which attack to apply attdck duration the volume of data
being sent may be enough for passive stealthy ctearstics to be lost. This situation
will be discussed in the evaluation section.

3.4 DDoS Target Selection Scenarios

There will be three target selection scenarios:n8ce one will be based on largest
number of successful requests for a specific Key (Bcenario two will use the average
round trip time for the results from scenario orgeenario three will combine the results
from scenarios one and two with the intention bfsirating that target selection where
results based on popularity and RTT should considernetwork and computational
characteristics of a peer that is busy (under load)

If two peers have similar levels of popularity (sago one), a better target for a DDoS

attack will be a peer which is under load rathantselecting a peer with a quicker RTT.
Figure 3.5 illustrates the computational and nekvabraracteristics of a peer under load
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Request Key(K)

Usage

Data
Request

TCP Connection

Figure 3.5: RTT, Network, and Peer load for resuiva Key request

For the scenarios to be implemented the notion afware must be added to the
simulator. A specific percentage of peers mustlbssed as having malware. This can
be achieved by checking if a specific peer numbaiches a list of randomly generated
numbers that represent a percentage of malwaust(dited in Figure 3.6). The specified
malware percentage will be passed to peers asatteegreated. This will be achieved by
creating a random list of numbers which will begeakto the simulator workload. Within

the “KeysTest” class there is a loop which genardtee appropriate number of peers
before they join the peer-to-peer network “fastddidodes”.  As the loop generates

peers the peer number can be checked with thespamding malware number (in the
malware list). If the numbers match, the boolealue for “does the peer have malware”

can be set to true.
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7,12,22, 36, 52, 56, 64, 72, 86, 96

10% 100 peers

fOne Hundred Peers created

Figure 3.6: Botnet creation using Random percerdpgdéied to new Peers

Simulator trace log file parser

For the three target selection scenarios to beratthey will need data from the trace

log file which the simulator generates. A parsesstibe created which identifies when a
message has found the target node for a key reqnéswhen the return message has
completed successfully.

When a key request message finds the target nedexh ‘recv GetMessagas written

to the trace log. Immediately this text has bemm@ a return message is sent back to the
source of the request. When this message is etesuccessfully the textrécv
GetReplyMessagés written to the trace log.

After these two events have occurred the nodelth@fsource request should match the
nodeld of the return message. This confirms tiha&t tequest message has been
completed, allowing for the total request messagmter for that key to be incremented.
The number of hops and RTT for the request messggeaced in a hashmap with a key
of request key, identity of message. Once all esjunessages have been parsed the
hashmap data is used to calculate the largest numhbequests for scenario one, average
RTT for scenario two, and a combination of twodoenario three.

39



The following functionality will be the basis fdne parser:

Open trace log file

While there are still Events (getKey(K)) to Process
Look for the following text proving that the RequestyK¥alue has been
found):
“XXXX XXXX XXXX XXXX": recv GetMessage (xxXX from “xxxx
XXXX XXXX XXXX" 1 FOr “XXXX XXXX XXXX XXXX” 2
End If
Record the “Xxxx XXxX XXxx Xxxx” source node.

Look for the following text (Request message returnesbtarce
successfully):

recv GetReplyMessage (XxxXx) from XXXX XXXX XXXX XXH XXXX
XXXX XXXX XXXX

If Return Peer identity == Source peer identitythen
Message has been completed.
Increment total Counter for Request Key (K) idgrttit
Parse number total numbertafpsand totaRTT

Store message information including total hopsRAd in -
Programmatic Hash withley of { Request Key (K) identity’}{
Outward message identity}
Store messadeTT information in Programmatic Hash with a
Key of { Request Key (K) identity’}{ Outward message
identity %}
End If
End While

1
2

Source peer identity
Request Key (K) identity
Return Peer identity (should be the same a3 *
Outward message identity *
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Figure 3.7: lllustration of the Data Parsed forr&®s One, Two, and Three
Scenario One: Target selection based on Key (K) Ragsts

Figure 3.7 illustrates the hop and RTT data whicparsed for the three scenarios by the
parser. Scenario one involves all key requestsgbepunted, grouped, and totalled. By
counting the number of requests for a specific kagg the log trace file, a target based
on popularity can be identified. By identifyingetimost popular target with no malware
installed this provided a basis for target selecti®he following functionality must be
added to the trace log file parser to find the npagtular target:

Sort Hash with &ey of{RequesKey (K) identity %} into ascending order.
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Scenario Two: Target selection based on average Rudi Trip Time

Taking the information gathered from scenario aadgulate the average round trip time
for each key request. The following functionalityust be added to the trace log file
parser to find a target based on average roundtimp. The total RTT for each
successful key request message has already bemd praa hashmap. The hashmap is
referenced by two pieces of information request ldantity, and the identity of the
outward key request message. An inner loop wikltall RTT values for a specific
request key identity. This will be divided by thember of requests for the key which
will provide an average RTT. This will be repeatedall unique keys.

Loop through Hash with key of{RequesKey (K) identity %}
Inner Loop through with Bey of {RequesKey (K) identity “}{ Outward
message identit§}
Total all the RTT amounts for Requésty (K) by accessing:
RTT information in Hash
Total Request Key (K) messages
End Loop
Store Average RTT in Hash withkay of {RequesKey (K) identity %}
Store Total of Request for Key (K) messages in shHaithkey of {RequesKey
(K) identity %}
End Loop

Scenario Three: Target selection based on Scenari@ne and Two

By combining popularity and RTT values from sceosone and two introduce a loading
factor which takes the peer under load factors astmount (see Figure 3.7). The
following functionality must be added to the trdag file parser to find a target based on
popularity and round trip time. The value for aga RTT for a specific key request will
be divided by the number of requests for the key:

Loop through each Hash withkay of {RequesKey (K) identity %}
Target selection value = (average RTT for Key (Kpfal number of Requests for

Key (K))
End Loop
If a unique key request count exceeds 60 then diti@ail five hundred milliseconds
will be added to the RTT of every request messager(sixty) which has been
successfully completed. This is to allow for peeder load factors (see Figure 3.7).

3.5 Testing Strategy

The testing strategy for all three scenarios welltb run the simulator workload with no
malware. By plotting the most popular key requests plotted data should follow a
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Zipf distribution. This will highlight that the tget selection follows the Zipf Key
distribution used by the simulator workload to dimite key, value pairs across the
Pastry peer-to-peer network. After the normal beha has been established, the
simulator workload will be run with increasing pentages of malware present in the
peer-to-peer network. The intention of this applowill be to discover the percentage
of malware which selects the same target as ndoetaviour, and whose distribution is
“Zipf like”.

3.6 Instigating aDDo0S Attack

Once a target has been selected, an attack couldubehed on that target. Forged
request messages could be generated in large evolighes to overwhelm the target.
The main disadvantage with this attack is thas ihot stealthy. The volume of traffic

combined with sudden loss of service will likely amethe target stops responding to
requests of any kind from neighbouring peers. Témult will be that leaf tables of

neighbouring peers remove the target node. A mtwalthy approach to attacking the
target will be not to forwardny message for the intended target. If the sizé@bibtnet

is large enough a malware will have to be usedotevdrd a request message. If the
malware node does not forward any messages themothe will be removed from leaf

and routing tables. This attack is stealthy it {heer-to-peer service will be degraded
over a period of time.

The malware can have other stealthy characteristica botnet is not of significant size
an attack can be suspended until the percentageabfare peers is large enough to
accurately select a target node. This featuretimasdvantage of retaining the stealthy
characteristics of the botnet until a target hanlmrrectly selected.

3.7 Controlling a Botnet

A botnet will need a way of sending and receivingseages to relevant peers in the
botnet. A number of ways exist for co-ordinatinganet. Internet relay chat (IRC) or

HTTP are common protocols used receiving infornmafiem malware peers, and co-

ordinating the botnet as a whole. For a botndbdacompletely stealthy no messages
should ever be sent or received by zombies. Abhothis approach is stealthy, the

DDoS approach could not be implemented. The sishfid®o0S attacks need a degree of
co-ordination. Removing this control would redefitne DDoS approach to a number of
autonomous DoS attacks.

For a botnet to be stealthy the control centre rhestble to relocate internally within the
confines of the peer-to-peer network. For thibeoa reality every zombie must have the
potential to be a control centre. When the cortesitre moves, all other zombies in the
botnet should be told about the change. Modifmding tables could be used to let all
zombies know about the change. Part of the Pastripcol involves a request message
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being passed round neighbouring nodes so thattemgoiable can be constructed for the
newly joined node. This behaviour could be modifiy zombies forwarding a modified

join message to other malware nodes. If the botrast split into local groups, multiple

join messages could be sent by the new controteg¢ndifferent groups, minimising the

timeframe that was needed to alert all zombie$¢olacation of the control centre. The
malicious join messages would have a greater chaingeing treated as legitimate traffic

as they are essentially part of the Pastry pepe&y-protocol.

An alternate approach to managing the botnet wbeldor all zombies to implement a

light weight web server which would have the apilib accept (and forward) HTTP

requests. By once again splitting the botnet iloal groups messages could be
redirected from one zombie to the next until thevlgdocated control centre was located.
Once located, the control will be able to respomnéatly to the zombie. This is the

HTTP redirect equivalent of the Pastry determinikiokup for key requests.
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Chapter Four: Implementation of the DDoS
Target Selection Scenarios

This chapter will describe the implementation of@#target selection scenarios. The
added Java simulator functionality and the way Imcl log trace file parser results can
be corroborated will be described.

4.1 Assessing Normal Pastry Peer-to-Peer Network Baviour

A Zipf distribution is used to distribute key, valypairs across the Pastry peer-to-peer
network. By plotting the most popular request keyle, the Zipf distribution will be
highlighted illustrating one way of defining nornts¢haviour for the network.

The following results (the first twenty) were paddeom the network simulator trace log:

1 66 ESDC 057D 3346 E56A
2 51 7014 2F66 475A E2FB
3 18 743D A23F 34EE 7ADC
4 18 A33BEB1398D6 87CE
5 18 BDC1 408A 91F1 61DA
6 12 AFDE 6B87 A266 EECE
7 11 F7475B81 FDC4 723E
8 9 2CE6DDCS84D93 A3A1
9 9 5E56 CEB6 A3EE OEEA
10 8 4C7A18C8 BAAS 9197
11 8 DB63 FCAG 2705 7D07
12 7  B85A B32E AA57 2C80
13 7  E897 FCAO B3C8 AB2A
14 5 18B6 6ELE E3DC 1425
15 5 8CE5 AF29 FDC1 BBAG
16 4 037D 6584 7C20 83E7
17 4  13F30892 06D6 A7AF
18 4  15C497CD B218 2AB6
19 4  1E86 56EA 42E4 19DC
4

5656 E9EF 8C78 78FB

The first column will be used as the X axis for greph, and is an abbreviation for the
target key(k). The most popular request key is EZB7D 3346 E56A
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Figure 4.1: Pastry Peer-to-Peer Network Simulatpf Mlessage Distribution

The graph illustrates how total get messages Kefplllows a Zipf distribution, which
allows peer-to-peer simulator normal behaviourgarieasurable.

4.2 Implementation Tools and Environment

The implementation environment for the Pastry gegyeer simulator was Java Runtime
Environment 1.6.0_02-b06. Because the simulates ukva Generics, Java 5 is the
minimum requirement for running the simulator. igs¢ 3.2.2 was used to develop and
test the simulator. Perl v5.8.8 is used to pdnsesimulator trace log file. GNUPIot 4.2

is used to generate and display plotted graphsimofilator and scenario behaviour.

ImageMagick::convert 6.3.0 converts gnuplot pogt$@utput to gif files.
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4.2.1 Java Simulator Implementation

The normal behaviour of the peer-to-peer simulatoiis started from the
sim.main.MilesSimulator class. The main methodndsf parameters including
“simulator run identity, workload name, filenamestave trace log files too, seed, and
number of Nodes in the peer-to-peer network”.

The sim.main.Simulator.main method is then callét the defined parameters. These
are checked to ensure they are valid. If the patars are acceptable a network
topology, and simulator workload is created. Tmeudator starts processing events:

I/ load nodes appropriately
topology .load((NodeLoader)Class. forName ( nodeloader ).getConstructor().ne
winstance());

/l'initialise workload

Object[] workloadParams = { params };

Workload w = (Workload)

Class. forName (workload).getConstructor(String]]. class ).newlnstance(work
loadParams);

w.simulationStart();

/I simulate!

try {
while (Events. runNextEvent () {}

} catch (Exception e) {
e.printStackTrace(System. err );
Global. stats .logCount( "Sim" + SEPARATOR "FatalError" );

}

Once events have been exhausted, the workloadaionfFinished method is called.

The “sim.net.overlay.dht.ddos.KeysTest” is the vimakl which has been used during
implementation. The normal behaviour is to creaspecific number of peers which are
then connected to the simulated overlay network.

Once all peers have been created the sim.workledall.fastJoinAllNodes method is
called. This ensures that all routers and peergoaned together.

One million keys are then distributed across ther{e-peer network by calling the
sim.net.overlay.dht.PeerData method using a Zgfibution.

One thousand requests key (k) events are thenrpexibto exercise the peer to peer

network by calling the sim.workload.Default.geneR&andomGets method. Information
on each request is logged to a trace file.
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The additional behaviouris called from the sim.net.overlay.dht.ddos.Key$Tésss.

The sim.net.overlay.dht.ddos.malware.PopulateMa&w#ass constructor takes a
malware percentage, and number of peers as pamsmétéiashMap is created with a
number of slots equal to the number of peers’ patam A java.uti.LRandom number
generator creates a range of numbers which edualnalware percentage parameter.
Please refer teigure 3.6for a visual description of this process. Thesmlpers set the
equivalent “slot” in the HashMap recording thapadfic peer has malware.

Peers are created in a “for loop” with a integaurder reference. Every peer has its
counter reference checked with PopulateMalwar®lalvare which checks to see if
malware has been assigned to the peer. If théstasie, a value is set in the
sim.net.overlay.dht.pastry.PeerBase class. TheBBsee super class contains core values
and functionality for the Peer class. The hasMedvizoolean value is set to true if the
peer has malware.

Once all peers have been created, a file namedvanaFile” containing all the peer
identities which have malware will be closed. Tiiesis used by the Perl parser to see if
a peer in the trace log file has malware.

The final piece of additional behaviour has beatteddo the PeerBase class. The integer
variable totalNumberMessagesReceived is used te btmov many messages a node
receives and does not forward. This is incremeatetllogged to the trace log whenever
an outward request message finds its destinatianreturn reply message is received by
the original source of the request key(k).

4.2.2 Simulator Trace Log Parser Implementation

The implementation of the trace log parser stasfédith more logging being added to
the output-100-0.txt simulator trace log. This hiael advantage of assisting in
understanding the Java simulator by highlightiregliest way of parsing outward and
return request messages. There was also a digadeasf making the logs more difficult
to read.

Once the structure of the outward and return reéquessages was understood a
conscious implementation decision was made to makenal changes to the Java
simulator code. By creating an additional file elnbnly contained malware peers
identities, the existing trace log file could remanchanged. This decision meant that
the simulator could be ring-fenced, with the triogeparser being more self-contained.

The volume of data in the simulator trace log lidd to a number of validation files being

added to the implementation. All files have therfat “filename”pptional_percentage
of malware figure].
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“numRequests” provides sorted details on how many requests bega made for a
specific key. They are referenced by outgoing mgssdentity.

“timing” allows number of hops and RTT for individual messatp be identified.
“avgRTT” provides average RTT and number for messageggobhy request key(k).
“plotter” single file provides all plotting information foll #hree scenarios.

The validation files allow for testing of the parse

For example the seventh result for plotting scenanie with no malware is key(F747
5B81 FDC4 723E) with eleven requests.

By examiningnumRequeststhe number of requests sent to key (F747 5B81 FDC4
723E) are:

7133 >>> F747 5B81 FDC4 723E
7257 >>> F747 5B81 FDC4 723E
3987 >>> F747 5B81 FDC4 723E
7908 >>> F747 5B81 FDC4 723E
5487 >>> F747 5B81 FDC4 723E
4659 >>> F747 5B81 FDC4 723E
7036 >>> F747 5B81 FDC4 723E
7378 >>> F747 5B81 FDC4 723E
9218 >>> F747 5B81 FDC4 723E
7692 >>> F747 5B81 FDC4 723E
6328 >>> F747 5B81 FDC4 723E

By examining the&iming file:

7133 >>> 7133|0457 F467 5A1D 17F9|F747 5B81 FDGIETZB16/0[40
7257 >>> 7257|COA6 6A3E 5293 9ED7|F747 5B81 FDCE{2].1950}40
3987 >>> 3987|D446 2BE5 8556 BCD2|F747 5B81 FDCIEJ2].041/0}40
7908 >>> 7908|C27B A750 2E01 7384|F747 5B81 FDGEZP370/40
5487 >>> 5487|2B19 FDA9 8109 DC46|F747 5B81 FDCIE[2p540[40
4659 >>> 4659|BABD 0966 30B3 18A0|F747 5B81 FDC3H[26900]40
7036 >>> 7036|69C4 1216 DD84 1874|F747 5B81 FDGERED040}40
7378 >>> 7378|F8BE C1B0 34E4 2797|F747 5B81 FDGEZH780[40
9218 >>> 9218|D127 BE0S 94B3 A5F9|F747 5B81 FDCE[21.0770]40
7692 >>> 7692|F8BE C1B0 34E4 2797|F747 5B81 FDGERH780[40
6328 >>> 6328|93FC 5CF6 C658 1E4B|F747 5B81 FDGERL0180[40

By totalling the RRT for the eleven messages, anididg by the popularity an average
RTT of 908 is arrived at.
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This corroborates the entry in thiotter file which is:

11 908 F747 5B81 FDC4 723E

4.2.3 Implementing Scenarios Two and Three

Whilst implementing scenario two which involved tilog request key (k) messages
using average message RTT plotting results wasrdiit (please refer to evaluation
section) from a Zipf distribution.

In a non-simulator peer-to-peer network environnteatcharacteristics of server load,
connection negotiation, and network latency (pleass to Figure 3.5) would be more
realistically represented by the real-world envmamt.

It is questionable if the simulator representsrdad world characteristics of a peer under
load. A decision was made to add a peer loadicfavhich would make the scenario
more realistic. This loading factor is illustratiedscenario three.

Scenario threeinvolved adding a “total messages received” caufioteany request
message which were received and not forwardedetddlia simulator trace log. These
included both outward and reply messages. For pleam

recv GetMessage(2395) from 23F5 FA29 9858 2F880&0 A3F3 E77B C109 2 hops,
676 ms, O resents, 40 sire

recv GetReplyMessage(3596) from 5197 8FA2 DB7A 98E23F5 FA29 9858 2F84 1
hops, 352 ms, O resents, 44 size

One outward and one reply message have been relcortlee trace log file. These relate
to a peer, not a key. Rather than recording tligiadal peer loading factor in the trace
log, it was added by the parser.

The parser had additional functionality addeda thessage count exceeds sixty, an
additional five hundred mill-seconds are added®individual messages RTT. This
will have the effect of increasing the average RdrTall message requests for Key (K).

The information being plotted for scenario threbased on message popularity from
scenario ondivided by the average RTT (with loading factor if applicgbl&he
reasoning behind the loading factor is that itaftdr to select a target which is genuinely
busy rather than a peer with a poor RTT networkieation.

The loading factor is enabled by using the --timpagser command line option.
For example running the parser with no Malware gjiyeu the following results:

No loading factor
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1 66  767.727272727273 0.0859680284191829 E8DC 057D 3346 E56A
2 51 732.490196078431 0.0696255052600584 7014 2F66 475A E2FB

The average RTT times are very similar. The redelrly indicates that key (ES8DC
057D 3346 E56A) is the target.

With loading factor

1 66  957.121212121212 0.0689567832832041 E8DC 057D 3346 E56A
2 51  732.490196078431 0.0696255052600584 7014 2F66 475A E2FB

Key (E8DC 057D 3346 E56A) has had the loading faapplied to messages over 60.
The average RTT has increased with the additidghevfoading factor. The results of
popularity / average RTT indicate that k&p14 2F66 475A E2FBis now the target.
By adding a load factor to the average RTT for (§DC 057D 3346 E56A) it has lost
its popularity.

4.3 Removing Irrelevant data from the Simulator trace log

A small number of individual messages have a hgqmt@nd RTT of zero. This occurs
when the node sending the request is the holdiedfey (k) which is being looked for.

For accuracy in calculating average RTT groupeqtiest messages (even if there is

only one) must have a RTT great than zero. Thisageh avoids division by zero errors,
and plotting errors.
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Chapter Five: Evaluation

The evaluation chapter will assess the resultaadipg the simulator trace log, applying
the gathered data to scenarios for request Keyqgilarity, average round trip time
(RTT), and loading factor. The number of peerthenpastry network is one hundred.
One thousand request messages are used in sedtibn®1.2, and 5.1.3. Larger
volumes of request messages (two, four and eighisénd) are used in section 5.2.
Normal and percentage malware peer-to-peer nethamiaviour will be plotted using
GNUPIot. Tab delimited data will be parsed frora gimulator trace file using Perl 5.

5.1Target Selection Scenarios

5.1.1 Scenario One

Scenario one involves grouping request messageld@ame key (k), totalling them and
sorting the results into descending order. Fidguteillustrates a Zipf distribution for key
requests. This provides a definitive target of E&pPC 057D 3346 E56A The graph in
Figure 5.2 illustrates malware populations from onito total. The results the two most
popular keys for malware coverage for ten, tweahd thirty percent are close together.
This makes the selection of a single consistemgetaunreliable for malware coverage
under forty percent.

Malware Coverage First Position Key, (Total) Set&wosition Key, Total

10% 7014 2F66 475A E2FB (7) E8DC 057D 3346 ESBA (
20% 7014 2F66 475A E2FB (14) E8DC 057D 3346 EEBA
30% E8DC 057D 3346 E56A (19) 7014 2F66 475A EREB
40% E8DC 057D 3346 E56A (34) 7014 2F66 475A ERFR

Once malware coverage reaches forty percent thcexgieater difference between the
two most popular keys, making the selection ohalei target easier.
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Figure 5.1: Scenario One Key Request Popularitih wit Malware
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Figure 5.2: Scenario One Key Request Popularitiy Warying Malware

5.1.2 Scenario Two

The second scenario uses average round trip tifhi€)(Rr each group of results based
on popularity of key request which was the critdoascenario one. The results for no
malware and varied percentages of malware coveslage an inconsistent graph with no
clear distribution of results. This is illustratbg Figure 5.3. It would be convenient to
blame this situation on the lack of simulated paed network load, but even with a
production environment with realistic delays forrdwaare, software, and network
average round trip time may not be consistent emdaga peer-to-peer network to use
average RTT as a way of selecting a target.
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Figure 5.3: Scenario Two Key Request Average RTh Warying Malware

The sort of factors which will make average RTToinsistent in a non-simulator peer-to-
peer environment include the way routers and nétviloterfaces are configured, the
operating system priority given to each individpakr or the traffic load on a local area
network which is compromised by a bottleneck causgd bridge to a neighbouring
network. All these measurements assume a wireglonet When a peer is located on a
mobile device in a wireless environment changed el more extreme. Therefore
plotting average RTT for a non-simulated environtrierlikely to be as varied as Figure
5.3 and is therefore not good for target selectiSeenario three presents an alternative
way of utilising RTT for target selection.

5.1.3 Scenario Three

By dividing the total number of requests messagesfparticular key with the average
round trip time for the messages, an improvemetdriget selection measurement can be
achieved compared to scenario two.

Malware First Position Key, (loading) Second BoriKey (loading)
10% 7014 2F66 475A E2FB (0.010) E8DC 057D 3346/A@6006)
20% 7014 2F66 475A E2FB (0.019) E8DC 057D 3346A@6014)
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30% 7014 2F66 475A E2FB (0.026) E8DC 057D 3346/@6020)
40% E8DC 057D 3346 E56A (0.034) 7014 2F66 475AHE2(©.021)

The results for first and second target ranking\ems similar to scenario one with an
alternative target for ten and twenty percent cagercompared to no malware. It is
unclear how accurately average RTT is representeth®é simulator but taking two
measurements of popularity and average RTT impoovthe results for scenario one by
taking average RTT into consideration as well gsuparity. Because of the distributed
environment average RTT is important to considAr.definite way of improving the
results for scenario three would be to change thg tat average RTT and popularity
are used to calculate the plotted result. By ponore or less emphasis on the average
RTT a greater degree of accuracy may be obtaindiie. adjustment of the artificial five
hundred millisecond loading for message counts sy may also improve accuracy.

Figure 5.4: Scenario Three Key (Request Populdnitigled / Average RTT) Malware
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5.2 Target Selection Scenarios - Larger Numbers &equest Messages

5.2.1 Scenario One

By increasing the number of request messages fasio one the characteristics for
target selection change. For message requestgofdur, and eight thousand the most
popular key EBDC 057D 3346 E56A is selected comsibt with ten percent malware

coverage of the network.

Figure 5.5: Scenario One Key Request Populariti watrying Messages and Malware

Two Thousand Request Messages

Malware First Position Key Second Position Key

10% E8DC 057D 3346 E56A (13) 7014 2F66 475A E2EB
20% E8DC 057D 3346 E56A (27) 7014 2F66 475A E2EB
30% E8DC 057D 3346 E56A (37) 7014 2F66 475A EZ2BD
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Four Thousand Request Messages

Malware First Position Key Second Position Key
10% E8DC 057D 3346 E56A (23) 7014 2F66 475A E2EBH
20% E8DC 057D 3346 E56A (49) 7014 2F66 475A EZEB
30% E8DC 057D 3346 E56A (86) 7014 2F66 475A E?%B
Eight Thousand Request Messages

Malware First Position Key Second Position Key
10% E8DC 057D 3346 E56A (60) 7014 2F66 475A EZFD
20% E8DC 057D 3346 E56A (103) 7014 2F66 475A EXB
30% E8DC 057D 3346 E56A (147) 7014 2F66 475A EFBD

5.2.2 Scenario Three

By increasing the number of request messages @rasio three the characteristics for
target selection change. For message request®ofdur, and eight thousand the most
popular key EBDC 057D 3346 E56A is selected comsit with ten percent malware

coverage of the network. The only exception te tbondition is the two thousand

request messages with thirty percent malware cgeera

Figure 5.6: Scenario Three Key (Request Populdritigled / Average RTT)
with varying Messages and Malware
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Two Thousand Request Messages

Malware First Position Key Second Position Key

10% E8DC 057D 3346 E56A (0.011) 7014 2F66 475AEEQAF008)
20% E8DC 057D 3346 E56A (0.023) 7014 2F66 475AEQAF021)
30% 7014 2F66 475A E2FR0.037) E8DC 057D 3346 E56A (0.030)
Four Thousand Request Messages

Malware First Position Key Second Position Key

10% E8DC 057D 3346 E56A (0.019) 7014 2F66 475AEQAF012)
20% E8DC 057D 3346 E56A (0.042) 7014 2F66 475AHEEQAF026)
30% E8DC 057D 3346 E56A (0.069) 7014 2F66 475AEEQAF050)
Eight Thousand Request Messages

Malware First Position Key Second Position Key

10% E8DC 057D 3346 E56A (0.048) 7014 2F66 475AEQAF022)
20% E8DC 057D 3346 E56A (0.083) 7014 2F66 475AEEQAF044)
30% E8DC 057D 3346 E56A (0.117) 7014 2F66 475AEEQAF080)

5.3 Botnet Creation

Within the Pastry peer-to-peer simulator a botrsetcieated by selecting a specific

percentage of randomly selected peers from thénataber of peers. These represent a
malware percentage (illustrated in Figure 3.6). isThimulator workload creates a

maximum number of peers sequentially which are jbgred to the peer-to-peer overlay

network. The overlay is in turn joined to the slated physical network. This approach

does not fulfil two characteristics of real-worldbthet creation in a peer-to-peer

environment.

The behaviour of nodes in peer-to-peers networftsats the habits or users who utilise
the applications the network supports. Over aopeoif time, a peer is actively connected
to other peers in the network contributing in quenivarding, response, and initiation;
or disconnected from the network. The behaviouthef selected simulator workload
does not allow for repeated joining and leavingpeérs. The percentage that a peer is
available over a particular timeframe will be attadn whether a peer becomes infected
with malware. Peer popularity is another factoichHeads to the spread of malware in a
peer-to-peer network environment. If a peer hasle of forwarding a large number of
requests, or is the destination for large numbérsopular key assets, the likelihood of
the peer becoming infected with malware is highamta peer whose assets are only
requested rarely.
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Figure 5.7: Malware Infection is higher with PégruPeers

Figure 5.7 illustrates part of a peer-to-peer nekwoThe popular peer forwards and
services a large number of requests. The popolde has a large number of leaf nodes
which forwards request to the popular peer. If ahyhe leaf nodes were infected with
malware, there is high risk of the popular, and $=4 peers becoming infected. The less
popular peers which have fewer peer connectionshaile a better chance of avoiding
infection by malwarg35]. By using a workload which did not take peer ijoghand
leaving habits, and spread of malware due to popylato account more effort could be
focussed on the target selection objective.
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Conclusion

By plotting graphs which present scenarios whikttsitate how a suitable peer target can
be selected, a view on the size of botnet and nurobeequest messages needed to
consistently select a target can be arrived athelfbotnet is too small the target selection
will not be realistic. If the botnet is too largjee target selection will be accurate but
stealthy characteristics will be reduced becauseldinger the botnet, the greater the
chance of discovery.

The botnet creation phase involved a percentagbeototal peer-to-peer network size
being used to define the size of the botnet. Thstrp peer-to-peer java simulator
allowed a workload which allowed random peers taclessified as having malware as
they were created. This approach allowed for mimmthanges to the simulator with
more effort assigned to the simulator workload évesce log parser which analysed
network behaviour and extracted relevant datalfattipg target selection.

The background research section describes how dséryPprotocol changes routing
information as peers join and leave the networkre&listic event within botnet creation
is for malware peers to be created over a periotngd which is not the same as the
simulator workload creating all malware peers & #ame time. Another simulator
workload characteristic allows a realistic percgetaf request messages to be lost,
perhaps by a peer leaving the network. This ré@aksmulator feature has not been used
by the implemented workload. By omitting peer legvand joining behaviour, and
missing request messages from the implemented wamtkéffort could be focussed on
meeting the primary project aim of researchingldtgaarget selection within a Pastry
peer-to-peer network.

The second target selection scenario utilised geeraund trip time of request messages
for the same key. This metric was found to be mststent and did not follow the Zipf
distribution which was used by the simulator forpplating the peer-to-peer network
with (key, value) pairs. The simulator did implam@etwork link timing information,
but it is not realistic to expect the simulator itaplement the equivalent timing
conditions found in a real world peer-to-peer nekwoThese would include network
latency, router delay and computational load expeed by busy peers. The secondary
aim of implementing stealthy control centre is dssed in this document, but has not
been physically implemented because of time canssta

A good starting point for future work would be tongpare the target selection findings
illustrated in this document with an equivalent Iregorld peer-to-peer network.
Including peers leaving and joining, request messags, and analysis of conditions
which increase round trip time would provide analable comparison to the simulator
target selection analysis and findings. By implatmg stealthy control centre
functionality, and completing the DDoS lifecycle launching a realistic DDoS attack
would allow the research presented in this docurteetie more fully implemented and
observed than is currently the case.
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Glossary

The following terms have been used in this docum@&ine associated definitions have
been provided

Malware— Malicious behaviour added to a computer syst€@mmputers which are
vulnerable with out-of-date security, no antivirasJack of perimeter security such as
firewalls are likely targets. Malware is likely e distributed via malicious email
attachments, virus, or compromised websites.

Zombie— Once a computer has been infected with Malwasegbmes a Zombie.

Botnet— A network of zombies which are likely to be coateel and controlled using the
Internet.

Bot Herder- Individuals who control a Botnet, sending instiore on when and how to
attack a target.

Target- The victim of a Distributed Denial of Service &tk (DDoS). The target will
likely provide a service which will have a preseocethe Internet. The objective of the
attack will be to completely or partially disrupig service.

Denial of service attack (DoS)An attack on a specific target will originaterfr one
specific source. The source will have been commednby Malware.

Distributed Denial of Service Attack (DDoSame characteristics as DoS attack, but
the attack will originate from multiple sources sitaneously. The importance of a Bot
Herder who co-ordinates the attack from a conteobe enable the DDoS attack to be
synchronised.

Control Centre- A mechanism for instructing a Botnet to atta¢krget. IRC and HTTP
are often used to communicate with the Botnet.

IRC — Internet relay chat is an open client servetqmal which allows individuals to
exchange text messages, and chat to each othargé\percentage of Malware has the
ability for a zombie to connect to a malicious IR€rver and receive instructions from a
control centre.

HTTP- Hypertext Transfer Protocol is an open protasald to communicate with
websites, and retrieve web pages. This protocobtso be used by Malware to retrieve
control centre instructions.

Protocol— A set of published guidelines which define andegn how a specific widely
used operation should work across a network orriete

Peer— Single node within a peer-to-peer network.
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Peer-to-Peer Network A way of decentralising and distributing traolitally centralised
services across a number of peers, interconnegtadshared network (Internet). A peer
is likely to provide a small part of a larger ses/which is provided by the whole
network. Other peers can request information feopeer. If the peer cannot fulfil the
request, it will be forwarded to a peer who is midely to help.

Website address for Java simulator, Perl tracpdoger
Instructions, scenario test data, and operatirtgucsons:

http://www.milesdavenport.com
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